CM 
< 
CO 

o 



(19) 




(12) 



Europaisches Patentamt 
European Patent Office 

Office europeen des brevets (11) EP 1 047 216 A2 

EUROPEAN PATENT APPLICATION 



(43) Date d publication: 

25.10.2000 Bulletin 2000/43 

(21) Application number: 00303248.9 

(22) Date of filing: 18.04.2000 



(51) lnt.CI, 7 : H04K3/00 



(84) Designated Contracting States: 

AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 
MCNLPTSE 

Designated Extension States: 
ALLTLVMKRO SI 

(30) Priority: 22.04.1999 US 296252 

(71) Applicant: 

LUCENT TECHNOLOGIES INC. 

Murray Hill, New Jersey 07974-0636 (US) 



(72) Inventors: 

• Krlshnamurthy, Sreenath 
Randolph, New Jersey 07869 (US) 

• Kung, Chun Chleh 

Randolph, New Jersey 07869 (US) 

• Tu, Kun Yll 

New Jersey 07901 (US) 

(74) Representative: 

Buckley, Christopher Simon Thlrsk et al 

Lucent Technologies (UK) Ltd, 

5 Mornington Road 

Woodford Green, Essex IG8 OTU (GB) 



(54) System and method for protecting a receiver from jamming interference 



(57) An interference protection system (1 0) includes 
a receiving section (22) for receiving an electromagnetic 
signal, a detector (26) for detecting a jamming signal, 
and a control system (28) for orienting a changeable 
null direction of an antenna system (20) to reduce inter- 
ference in a receiver from the jamming signal. 



FIG. 1 
10 



Una mm 




CL 
LU 



Printed by Xerox (UK) Busiiess Servtoes 
2.16.7 (HRS)/3.6 



EP 1 047 216 A2 



Description 

FIELD OF THE INVENTION 

[0001] The invention relates to a system and 
method for protecting a receiver from jamming interfer- 
ence that may be present in a wireless communications 
system. 

BACKGROUND OF THE INVENTION 

[0002] Wireless communication systems include 
digital communication systems, such as code-division 
multiple-access (CDMA), time-division multiple-access 
(TDMA) and Global System for Mobile Communications 
(GSM), and analog communication systems, such as 
the Advanced Mobile Phone Service (AMPS). Commu- 
nications systems are often designed assuming the 
absence of malicious transmissions, jamming transmis- 
sions, or other electromagnetic interference that could 
disrupt normal communication traffic carried by the 
com m u n icatio ns syste m . 

[0003] A jamming signal transmission typically fea- 
tures a sufficiently strong signal strength to saturate 
radio frequency circuitry of a receiver. A jamming signal 
may include either a transient signal transmission (e.g., 
pulse) or a continuous transmission. A microwave sig- 
nal blast within a receive bandwidth of the receiver is an 
example of a jamming signal. Such a microwave signal 
blast can temporarily disable the base station receiving 
function and crash an entire cell site that is otherwise 
operating reliably. If the jamming signal is sufficiently 
strong at different cell sites, communications at multiple 
cell sites may be disrupted. 

[0004] In a CDMA system, power control of mobile 
stations is crucial to overall proper operation. More spe- 
cifically, the transmit power levels of the mobile stations 
are controlled such that the interference between 
mobile stations is minimized and, in turn, system capac- 
ity is maximized. For effective power control in a CDMA 
system, jamming signals and interference from sources 
external to the communications system are assumed to 
be within tolerable limits. However, rf the jamming sig- 
nals or interference exceeds tolerable limits (e.g., as 
with ultra-strong jamming signals) the communications 
system, or a portion thereof, may fall into a temporary 
failure mode. During the temporary failure mode, calls 
may be dropped, access to the communications system 
may be denied, or communications may be disrupted. 
[0005] One conventional interference reduction 
technique focuses on maximizing user capacity by 
rejecting undesired jamming signals through base-band 
signal processing within a receiver. However, the con- 
ventional interference reduction scheme may be ineffec- 
tive because the received signal-to-noise ratio may be 
severely degraded in the receiver if a jamming signal 
with an ultra strong signal level disables normal opera- 
tion of the radio frequency receiver. Thus, a need exists 



for an interference protection scheme that can reduce or 
eliminate the deleterious effects of ultra-strong jamming 
signals as well as jamming signals of lesser amplitude 
on receivers. 

5 

SUMMARY OF THE INVENTION 

[0006] In accordance with the invention, an interfer- 
ence protection system is used with an antenna system 

10 to reduce the interference effects of a jamming signal. 
The antenna system is arranged to receive a desired 
signal, and is capable of producing a radiation pattern 
having a changeable null direction that may be directed 
toward an angle of arrival of a jamming signal to spa- 
ts tially filter out the jamming signal. 

[0007] The present invention relates to an appara- 
tus and method of using the antenna system for spa- 
tially filtering out the jamming signal. One aspect of the 
invention includes a detector and a controller that coop- 

20 erate with the antenna system. The detector is capable 
of detecting a jamming signal received by the antenna 
system and distinguishing the jamming signal from the 
desired signal. The detector is adapted to produce a 
nonlinear signal (or another suitable signal) indicative of 

25 a received magnitude of the jamming signal. The con- 
troller is configured to control the antenna system based 
upon the nonlinear signal (or another suitable signal) 
produced by the detector. The controller controls the 
antenna system to spatially filter out the jamming signal 

30 from the desired signal by orienting the changeable null 
direction toward an angle of arrival of the jamming sig- 
nal relative to the antenna system. The controller is 
adapted to vary the changeable null direction until the 
nonlinear signal is minimized, or otherwise reduced to 

35 an acceptable level, to spatially filter out the jamming 
signal from the desired signal. 
[0008] The interference protection system can pre- 
vent the introduction of a jamming signal into a receiver, 
once the antenna system nulls the jamming signal in a 

40 transparent manner to users of the communications 
system. The interference protection system is well- 
suited for guarding against communication failures 
caused by ultra-strong jamming signals (e.g., a jamming 
signal exceeding -20 dBm at the antenna system), and 

45 jamming signals of lesser magnitude, because the 
receiver protection system allows a receiver to operate 
normally with minimal or no exposure to the jamming 
signal. 

so BRIEF DESCRIPTION OF THE DRAWINGS 
[0009] 

FIG. 1 is a block diagram of an interference protec- 
55 tion system in accordance with the invention. 

FIG. 2 shows an example of components suitable 
for implementing the block diagram of FIG. 1 . 
FIG. 3 shows an illustrative configuration of the 



2 



3 



EP1 047 216 A2 



4 



receiving system of FIG. 1 . 
FIG. 4 shows a filtering response of an antenna 
system in terms of signal-to-noise ratio (including 
thermal noise) versus angle of arrival. 
FIG. 5 illustrates operation of the interference pro- 
tection system in a communications system. 
FIG. 6 is a flow diagram of a method of protecting a 
receiver from jamming interference in accordance 
with the method. 

FIG. 7 is a block diagram illustrating an interference 
protection system applied to a space-diversity 
receiving arrangement in accordance with the 
invention. 

FIG. 8 is a block diagram illustrating an interference 
protection system applied to space-diversity receiv- 
ing arrangement in accordance with the invention. 
FIG. 9 is a block diagram illustrating an interference 
protection system being used to protect a receiver 
front-end from jamming interference. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0010] In accordance with the invention, an interfer- 
ence protection system 10 for a receiver reduces or 
eliminates radio frequency interference which may oth- 
erwise temporarily disrupt normal operation of a 
receiver at a wireless infrastructure site. In FIG. 1 , the 
interference protection system 10 includes an antenna 
system 20 coupled to a receiving system 22, and a con- 
troller 28 coupled to the receiving system 22 and the 
antenna system 20. The receiving system 22 includes a 
receiving section 24 and a detector 26, each coupled to 
receive an input from the array antenna system 20. The 
detector 26 provides an output to the controller 28 and 
the receiving section 28 may provide an output to an 
intermediate frequency circuit or demodulator. The 
antenna system 20 is capable of producing a radiation 
pattern having a changeable null direction. The antenna 
system 20 is arranged to receive a desired signal (e.g., 
an uplink signal). The detector 26 is capable of detect- 
ing a jamming signal received by the antenna system 
20. 

[0011] The jamming signal represents interference 
that interferes with a desired signal because of the rela- 
tive frequencies and relative amplitudes of the jamming 
signal and the desired signal. The relative frequencies 
and relative amplitudes are related in a manner that pro- 
duces inter modulation products, co-channel interfer- 
ence, adjacent channel interference, unwanted radio 
frequency mixing interactions, or any other type of inter- 
ference. A jamming signal typically originates from a 
source other than a service provider's own wireless 
infrastructure or an authorized remote (e.g., mobile) sta- 
tion compatible with normal operation of the wireless 
infrastructure. The jamming signal may be transmitted 
from a jamming source with an omnidirectional or direc- 
tional radiation pattern that yields a jamming angle of 



arrival relative to the antenna system 20. 
[0012] The detector 26 distinguishes the jamming 
signal from the desired signal to permit the magnitude 
of the jamming signal to be measured for any given 

5 changeable null direction of the antenna system 20. The 
detector 26 is adapted to provide a nonlinear signal, or 
another suitable signal, indicative of a received magni- 
tude of the jamming signal. The controller 28 is config- 
ured to control the antenna system 20 based upon the 

10 nonlinear signal, or another suitable signal, received 
from the detector 26. The controller 28 controls the 
antenna system 20 to spatially filter out the jamming sig- 
nal from the desired signal by orienting the changeable 
null direction toward a jamming angle of arrival of the 

15 jamming signal relative to the antenna system 20. The 
controller 28 is adapted to vary the changeable null 
direction until the nonlinear signal is minimized or until 
the jamming signal amplitude is attenuated to an 
acceptable signal level at an output of the antenna sys- 

20 tern 20. Accordingly, the null direction may be Keratively 
adjusted until the magnitude of the jamming signal is at 
an acceptable level for generally linear operation of a 
receiver associated with the antenna system 20. Ideally, 
the iterative adjustment of the nonlinear signal contin- 

25 ues until the nonlinear signal is minimized such that the 
amplitude of the jamming signal at the output of the 
antenna system 20 is also minimized. 
[0013] In a wireless communications system, for 
example, a mobile station may transmit an uplink signal 

30 to a radio frequency receiver (e.g., a base station 
receiver) equipped with an interference protection sys- 
tem 10. The transmitted uplink signal represents a 
desired signal. During propagation, a jamming signal 
may interfere with the desired signal so that a received 

35 signal at the receiver may represent the jamming signal, 
the desired signal, or a composite of both the signals 
depending upon the modulation and interaction 
between the jamming signal and the desired signal. The 
received signal is received by the antenna system 20 

40 prior to application to the receiver. The detector 26 
detects the nonlinear components ofjhe received signal 
that are introduced by the jamming signal. The impact of 
the jamming signal can be quantified by measuring the 
nonlinear components induced by this jamming signal. 

45 Nonlinear components may represent an amplitude dis- 
tortion, or a derivative distortion thereof, of the received 
signal relative to the transmitted uplink signal, from 
which the received signal originated. The derivative dis- 
tortion is not restricted to an aberrant amplitude 

50 response of the received signal within the receiver, but 
may degrade the desired signal in multifarious aspects 
(e.g., corruption of modulation). 
[0014] The detector 26 detects a jamming signal by 
comparing a first intermediate frequency signal, which 

55 behaves relatively linearly in the presence of a jamming 
signal, to a second intermediate frequency signal 
derived from the received signal. The first intermediate 
frequency signal is derived from an attenuated version 
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of the received signal to maintain linearity of the first 
intermediate frequency signal. The first intermediate 
frequency signal is adjusted to promote a destructive 
interference between the first intermediate frequency 
signal and the second intermediate frequency signal. 
The destructive interference reveals a nonlinear signal, 
or another suitable signal, indicative of the impact of the 
jamming signal on the received signal. The magnitude 
of the nonlinear signal is generally proportional to the 
amplitude of the jamming signal at an output port of the 
antenna system 20 such that the jamming signal is 
measurable by the controller 28. 
[0015] The controller 28 provides a control signal 
41 based on the measured amplitude of the jamming 
signal. The control signal 41 is fed back to the antenna 
system 20 to null these measured nonlinear compo- 
nents and prevent the jamming signal from coming into 
the circuitry of the receiver. The antenna system 20 
allows the desired signal to reach the receiver rf the 
angle of arrival of the jamming signal is sufficiently dis- 
tinct from the angle of arrival of the desired signal. If the 
angle of arrival of the jamming signal is the same as the 
angle of arrival of the desired signal, the controller may 
provide a logic signal indicating that supplementary 
measures are necessary to deal with the jamming sig- 
nal, such as handing off the mobile station transmitting 
the desired signal to a different or adjacent cell site via 
a base station controller. Accordingly, the interference 
protection system 10 reduces or eliminates disruptive 
interference of a jamming signal, that might otherwise 
intrude upon the normal operation of the communica- 
tions system by promoting normal unimpeded operation 
of the receiver. 

[0016] FIG. 2 shows an exemplary configuration of 
the interference protection system 10 of FIG. 1 . In FIG. 
2, although the antenna system 20 comprises a phased 
array antenna system 20, any antenna system 20 capa- 
ble of changing a null direction of an antenna radiation 
pattern may be used. The array antenna system 20 
includes at least a first antenna element 30 coupled to 
an antenna combiner 36 and a second antenna element 
32 coupled to the antenna combiner 36 via an antenna 
phase shifter 34. The first antenna element 30 and the 
second antenna element 32 may comprise a dipole, a 
monopole, a collinear array, or another radiator/accep- 
tor of electromagnetic energy. The antenna combiner 
36 may comprise a hybrid combiner, a transformer com- 
biner, or any other device for combining electromagnetic 
signals. 

[0017] The phase shifter 34 comprises any analog 
or digital phase shifter for changing the phase of elec- 
tromagnetic energy, such as the received signal. For 
example, the phase shifter 34 may comprise a switched 
delay-line system (e.g., a PIN diode phase shifter). A 
suitable switched delay line phase shifter for implement- 
ing the invention is commercially available through Vec- 
tronics Microwave Corporation (e.g., Model 
DP662.15HS Phase shifter.) 



[0018] The phase shifter 34 has a sufficiently rapid 
response time to enable the receiver protection system 
to null the jamming signal without interrupting normal 
operation of the wireless communication system. The 

5 phase shifter 34 preferably has a response time to a 
control signal at least as fast as 30 nanoseconds/phase 
step. Accordingly, if the phase shifter 34 provided 5 
degree phase steps from 0 degrees to 360 degrees, the 
total time to scan the entire 360 degrees in phase is 72 

10 x 30 nanoseconds or 2.1 1 microseconds. 

[0019] The phase shifter 34 preferably has a suffi- 
ciently high power rating to protect against jamming sig- 
nals having magnitudes less than or equal to at least 1 
Kilowatt of effective radiated power within the radio fre- 

15 quency range of the wireless communications system. 
Because phase shifters are generally available with a 
power rating from 1 W to 200 W, the receiver protection 
system is readily equipped to protect against jamming 
signals having magnitudes even greater than 1 Kilowatt, 

20 where propagation^ loss of the jamming signal is con- 
sidered. In practice, the jamming signal will be isolated 
from the antenna system 20 at least by the propaga- 
tion^ loss associated with the distance between the 
antenna height (e.g., 100 meters above ground) and the 

25 ground level. In an alternate embodiment, a ferrite- 
based phase shifter may be used as a phase shifter for 
applications above 1 Kilowatt of effective radiated power 
from the jamming source. 

[0020] Although the antenna system 20 may 

30 include two antenna elements (30,32) as shown in FIG. 
2, any number of antenna elements and phase shifters 
may be used to practice the invention. If the first 
antenna element 30 is shifted in phase with respect to 
the second antenna element 32, the antenna system 20 

35 can produce a changeable null direction, which 
depends upon the degree of phase shift, the physical 
separation between the first antenna element 30 and 
the second antenna element 32, and the electrical 
length of transmission line feeding the first antenna ele- 

40 ment 30 and the second antenna element 32, among 
other factors. The antenna system 20 can readily null a 
jamming signal with one primary angle of arrival or a pri- 
mary direction of arrival. The direction of arrival may be 
defined by an azimuth angle, a tilt angle, an azimuth 

45 angular range, a tilt angular range, or any combination 
of the foregoing. The jamming angle of arrival is an 
" example of a direction of arrival. The antenna system 
20, in effect, performs spatial filtering of the received 
signal. The phase shift of the phase shifter 34 is 

so adjusted to change the null direction (e.g., null angle, 
null tilt, or both) to coincide with the jamming angle of 
arrival or jamming direction of the jamming signal. 
[0021] The antenna system 20 is spatially selective 
with regards to reception of the received signal. The 

55 antenna system 20 preferably includes passive compo- 
nents with sufficient third intercept (IP3) performance 
(e.g., linearity in attenuation over a wide amplitude 
range of input signals) to enable normal circuit behavior 
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even with a jamming signal amplitude less than or equal 
to a threshold amplitude level. The threshold amplitude 
level is preferably set to the strongest anticipated jam- 
ming signal amplitude. 

[0022] IP3 represents a measure of the linearity of 
a circuit or circuit component. Two unwanted signals or 
an unwanted signal and a desired signal may, in effect 
mix in the circuit, to yield second order products and 
third order products. The desired signal is at a funda- 
mental frequency. The second order products have a 
second order frequency related to the sum or difference 
between the two interacting signals. The third order 
products have a third order frequency of twice one fre- 
quency of one interacting signal minus the other fre- 
quency of the other interacting signal. The third order 
products increase in amplitude greater than the second 
products do for an equivalent increase in the amplitude 
of the desired signal. 

[0023] The third order intercept is defined with ref- 
erence to a graph of the input power versus the output 
power of a desired signal response (at the fundamental 
frequency) and a third order response corresponding to 
the desired signal response. The desired signal 
response and the third order response have linear seg- 
ments that are extrapolated to intersect. The point of 
intersection is called the third order intercept, which pro- 
vides a figure of merit indicative of the performance of 
an amplifier or receiver component with respect to inter- 
modulation, cross-modulation, and blocking perform- 
ance. If inadequate linearity (e.g., inadequate IP3 value) 
is provided by the receiver components, the perform- 
ance of the receiver may suffer from gain compression, 
intermodulation distortion between unwanted signals, 
reciprocal mixing, blocking, cross modulation between 
the desired and unwanted signals, and amplitude mod- 
ulation to phase-modulation conversion. 
[0024] The antenna system 20 basically behaves 
like a spatial filter that rejects the jamming signal pre- 
dominately arriving in at a jamming angle of arrival, but 
passes the desired signals of the mobile stations arriv- 
ing from angles of arrival other than the jamming angle 
of arrival. 

[0025] In an alternate embodiment, the antenna 
system may.be modified to allow simultaneous filtering 
out of jamming signals from multiple directions. How- 
ever, such a modification would require increasing the 
number of antenna elements. An antenna system for fil- 
tering out jamming signals from multiple directions may 
be unnecessary if the possibility of simultaneously 
receiving more than one jamming signal from different 
directions is considered remote. 
[0026] The controller 28 is coupled to the antenna 
system 20 and the receiving system 22 as shown in 
FIG. 2. The controller 28 comprises a combination of an 
integrator 40 and a comparator 38. The integrator 40 
averages a power of the nonlinear signal to yield an 
avenged nonlinear signal. The comparator 38 gener- 
ates control signal 41 responsive to a comparison 



between the averaged nonlinear signal and a reference 
signal. The control signal 41 is output to the antenna 
system 20 from comparator 30. The control signal 41 is 
adapted to control the radiation pattern of the antenna 

5 system 20. In particular, the spatial filtering characteris- 
tic of the antenna system 20 is adjusted by the control 
signal 41 sent from the comparator 38 of the controller 
28. The controller 28 interacts with a detector 26, of the 
receiving system 22, for detecting and measuring the 

,4 strength of the jamming signal to determine a control 
signal 41 corresponding to a proper alignment of the 
jamming angle of arrival with the null direction. 
[0027] The measured nonlinear signal is integrated 
and sent to a comparator 38, which compares its level 

75 with a preset DC reference level. The control signal 41 
is used to adjust the phase shifter 34 such that the 
measured jamming signal indicated by the nonlinear 
signal is minimized at the antenna system 20. The con- 
troller 28 may change the control signal 41 to maintain 

20 maximum or otherwise adequate filtering as the jam- 
ming source moves relative to the interference protec- 
tion system 10. 

[0028] The controller 28 comprises a feedback sys- 
tem that readily reaches a stable or steady state. The 

25 reaction time represents the duration from receipt of the 
jamming signal at the antenna system 20 until proper 
orientation of the null direction. The reaction time is sub- 
stantially imperceptible to a user of a mobile station if 
the receiving system 22, the controller 28 and the phase 

30 shifter 34 cooperate to have a sufficiently rapid overall 
response time. Although the components of the protec- 
tion system are not necessarily limited to any particular 
type, if the phase shifter 34 comprises a PIN diode 
phase shifter and if the controller 28 uses adequately 

35 fast complementary metal oxide semiconductor 
(CMOS) circuits for controlling the 34 phase shifter, an 
overall reaction time on the order of microseconds is 
readily realizable for the jamming protection system. 
When the controller 28 reaches its steady state, the 

40 desired signals may be received without degradation 
and the jamming signal is filtered out by the antenna 
system 20. The receiver is then protected from the jam- 
ming signal and performs normally. 
[0029] As shown in FIG. 2 and FIG. 3, a receiving 

45 ' ' system 22~geriera!ly includes a detector 26 coupled to a 
receiving section 24 via a first directional coupler 42 and 
a second directional coupler 44. A common local oscil- 
lator 51 is preferably used to feed both the detector 26 
and the receiving section 24. The received signal from 

so the antenna system 20 enters a first directional coupler 
42. The first directional coupler 42 unequally distributes 
the received signal between the receiver section 24 and 
the detector 26 such that the receiver section 24 
receives a stronger received signalthanthe detector 26. 

55 The detector 26 generally comprises a device for 
detecting a nonlinear signal or component of the 
received signal to identify the presence of the jamming 
signal. The receiving section 24 comprises a down-con- 
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verting portion of a receiver for providing an intermedi- 
ate frequency version of the desired signal. 
[0030] The detector 26 is capable of detecting a 
jamming signal received from the antenna system 20. 
Further, the detector 26 can distinguish the jamming 
signal from the desired signal. The detector 26 is 
adapted to provide a nonlinear signal indicative of a 
received magnitude of the jamming signal. The detector 
26 may comprise a feed-forward cancellation circuit for 
detection of nonlinear components, including a jamming 
signal component, of the received signal. 
[0031] Referring to FIG. 3, the detector 26 includes 
a first amplifier 50, a mixer 52, a phase adjuster 54, a 
second amplifier 56, and a combiner 58. The first ampli- 
fier 50 (e.g., low-noise amplifier) amplifies a received 
signal from the antenna system 20 through the first 
directional coupler 42. The received signal comprises a 
desired signal, a jamming signal, a composite signal 
including both the desired signal and the jamming sig- 
nal, or a group of interfering signals including both the 
desired signal and the jamming signal. The first direc- 
tional coupler 42 unequally distributes the received sig- 
nal between the first amplifier 50 and the receiver 
section 24 such that the receiver section 24 receives a 
stronger received signal than the first amplifier 50 and 
such that the first amplifier 50 predominately operates in 
its relatively linear region of amplification. The output of 
an ideal amplifier is linear, which means the input ampli- 
tude of an amplifier is directly proportional to the output 
amplitude of the amplifier, regardless of the absolute 
amplitude of the input signal or the frequency of the 
input signal. If the first amplifier 50 substantially 
approaches or attains liner operation, the output signal 
becomes an amplified replica of the input signal with 
minimal or no appreciable distortion. 
[0032] The mixer 52 mixes the received signal from 
first amplifier 50 with a local oscillator signal from the 
local oscillator 51 to yield a first intermediate frequency 
signal. The phase adjuster 54 adjusts a phase of the 
first intermediate frequency signal. The second ampli- 
fier 56 (e.g., low-noise amplifier) adjusts an amplitude of 
the first intermediate frequency signal. The combiner 58 
(e.g., radio frequency summing circuit) combines the 
first intermediate frequency- signal with a second inter- 
mediate frequency signal from the receiver section 24, 
through a power coupler 28, to yield the nonlinear signal 
at a combiner output 19. 

[0033] The receiver section 24 includes an amplifier 
46 for accepting the received signal, through the first 
directional coupler 42, and mixer 48 for producing a sec- 
ond intermediate frequency signal containing the 
desired signal. The mixer 48 accepts an output of a 
local oscillator 51 to yield the second intermediate fre- 
quency. Because the local oscillator 51 feeds both the 
mixer 48 and the mixer 52, the first intermediate fre- 
quency signal and the second intermediate frequency 
signal generally occupy the same frequency and band- 
width, as shown in FIG. 3. 



[0034] The receiver section 24 provides a second 
intermediate frequency signal to the detector 26 for 
comparison to the first intermediate frequency signal 
produced by the detector 26 to detect a nonlinear com- 

5 ponent of the second intermediate frequency signal. 
The second intermediate frequency signal is routed 
from the receiver section 24 to the combiner 58 via the 
second directional coupler 44. The first directional cou- 
pler 42 and the second directional coupler 44 each may 

10 comprise a waveguide . coupler, a monolithic coupler, or 
the like. In an alternate embodiment, each of the first 
directional coupler 42 and the second directional cou- 
pler 44 may be replaced with a radio frequency trans- 
former. 

15 [0035] The detector 26 adjusts a phase of the first 
intermediate frequency signal to be approximately 180 
degrees out of phase with respect to the second inter- 
mediate frequency. The detector 26 adjusts an ampli- 
tude of the first intermediate frequency signal to be 

20 approximately equal to an amplitude of the second 
intermediate frequency signal. If the phases and the 
amplitudes of the first intermediate frequency signal 
and the second intermediate signal are appropriately 
adjusted as described above, the linear components of 

25 the first intermediate frequency signal and the second 
intermediate frequency signal will cancel after combin- 
ing at the combiner 58. Therefore, once the first inter- 
mediate frequency signal and the second intermediate 
frequency signal are summed, or otherwise combined, 

30 the resultant nonlinear signal represents detectable 
nonlinear components of the second intermediate sig- 
nal at the combiner output. The detectable nonlinear 
components may be measured to provide an indication 
of the degree of interference from the jamming signal. 

35 [0036] FIG. 4 is a graph of signal-to-noise ratio 
(including thermal noise) versus angle of arrival of elec- 
tromagnetic energy at the antenna system 20. A vertical 
axis represents the signal-to-noise ratio including ther- 
mal noise. A horizontal axis represents an angle of 

40 arrival of electromagnetic energy ranging from -90 
degrees to +90 degrees in an azimuthal plane. The azi- 
muthal plane is a generally horizontal plane, which may 
be modeled as having a curvature commensurate with 
the earth's curvature. Here, a null direction of the 

45 antenna system 20 is located at 0 degrees in the azi- 
muthal plane for illustrative purposes. If the null direc- 
tion coincides with or approximately equals the jamming 
angle of arrival of the jamming signal, the antenna sys- 
tem 20 operates as a spatial notch filter to enhance 

so reception performance in the wireless communications 
system. 

[0037] FIG. 5 shows the operation of an illustrative 
communications system. Although FIG. 5 illustrates an 
interference protection system 1 0 dedicated to one-sec- 
55 tor of a three-sector ceil site, the interference protection 
system 10 may be applied to any type of communica- 
tions site regardless of the initial pre- interfere nee cover- 
age pattern, so long as the post-interference coverage 
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pattern has at least one null direction for reducing inter- 
ference. 

[0038] The communication system includes an 
interference protection system 10 coupled to a base 
station at a base station site and mobile stations 62 dis- 
tributed throughout a geographic coverage area served 
by the base station. Mobile stations 62 comprise trans- 
ceivers for electromagnetically transmitting to a base 
station at the base station site and for electromagneti- 
cally receiving from the base station site. The interfer- 
ence protection system 10 acts as an intermediary 
between the mobile stations 62 and the base station to 
prevent or reduce jamming interference associated with 
a jamming signal source 64. The jamming signal source 
64 operates on a frequency so as to interfere with the 
uplink transmissions from the mobile station 62 to the 
base station. For example, the jamming signal source 
64 may operate within a same frequency range as the 
uplink transmission. 

[0039] FIG. 5 shows a change in the antenna radia- 
tion of the antenna system 20 from a first radiation pat- 
tern 65, indicated by a solid line, to a second radiation 
pattern 66 indicated by the dashed line. Although the 
first radiation pattern 65 and the second radiation pat- 
tern 66 both represent cardioid radiation pattern shapes 
with approximately 90 degree half-power beam-width in 
the horizontal plane, other radiation patterns having at 
least one null fall within the scope of post-interference 
coverage patterns of the invention. 
[0040] The first radiation pattern 65 represents a 
receive radiation pattern of the antenna system 20 prior 
to filtering out the jamming signal from the received sig- 
nal. The second radiation pattern 66 represents a 
receive radiation pattern of the antenna system 20 after 
filtering out the jamming signal from the received signal 
in accordance with the invention. The first radiation pat- 
tern 65 has a first null direction 68 facing a direction irre- 
spective of the jamming signal source 64 location or a 
jamming angle of arrival of the jamming signal. On the 
other hand, the second radiation pattern 66 has a sec- 
ond null direction 70 facing a direction of the jamming 
signal source 64 or a jamming angle of arrival of the 
jamming signal to attenuate the jamming signal prior to 
~ reception by the base statio n. 
[0041] A method for protecting a receiver from inter- 
ference, as shown in FIG. 6, reduces or eliminates inter- 
ference which would otherwise detract from the 
performance of the receiver at a wireless infrastructure 
site. Fundamentally, the method includes producing a 
signal indicative of a magnitude of a received jamming 
signal and adjusting a null direction of an antenna sys- 
tem 20 using the produced signal. 
[0042] Starting with step S10, an antenna system 
20 receives a received signal. The received signal 
includes a desired signal and may include a jamming 
signal. In step S12, the antenna system 20 produces a 
radiation pattern having a changeable null direction. 
The antenna system 20 may produce different radiation 



patterns, or generally equivalent radiation patterns that 
are oriented differently with respect to a reference azi- 
muth (e.g., zero degrees or due North). 
[0043] In step S14, if a jamming signal is present in 
5 the received signal, a detector 26 detects the jamming 
signal received by the antenna system 20 to provide a 
nonlinear signal indicative of a received magnitude of 
the jamming signal. The detecting further comprises 
distributing the received signal from the antenna system 
10 20. The received signal is unequally distributed 
between the receiver section 24 and the first amplifier 
50 such that the receiver section 24 receives a stronger 
received signal than the first amplifier 50 and such that 
the amplifier predominately operates in its relatively lin- 
ts ear region of amplification. 

[0044] Detecting the jamming signal includes ampli- 
fying a received signal from the antenna system 20 at 
an amplifier. A mixer 48 mixes the received signal with a 
local oscillator signal to yield a second intermediate f re- 
20 quency signal. A phase adjuster 54 adjusts an instanta- 
neous phase of a first intermediate frequency signal to 
be out of phase with respect to an instantaneous phase 
of the second intermediate frequency signal. An ampli- 
fier 56 adjusts an amplitude of the first intermediate fre- 
25 quency signal to be approximately equivalent to an 
amplitude of the second intermediate frequency signal. 
A second intermediate frequency signal is provided for 
comparison to a first intermediate frequency signal to 
detect a nonlinear component of the second interrnedi- 
30 ate frequency signal. A combiner 58 combines the first 
intermediate frequency signal with the second interme- 
diate frequency signal from a receiver section 24 to 
yield the nonlinear signal. 

[0045] Finally, in step S16, a controller 28 controls 

35 the antenna system 20 based upon the nonlinear signal 
to spatially filter out the jamming signal from the desired 
signal by orienting the changeable null direction toward 
a jamming angle of arrival of the jamming signal relative 
to the antenna system 20. In general, controlling the 

40 antenna system 20 includes varying the changeable 
null direction for a transparent time to users until the 
nonlinear signal is minimized. The controlling of the 
antenna system 20 includes averaging a power of the 
nonlinear signal to yield an averaged nonlinear signal. 

45 Further, a control signal 41 is generated in response to 
a comparison between the averaged nonlinear signal 
and a reference signal. The control signal 41 is adapted 
to control the radiation pattern of the antenna system 20 
to filter out the jamming signal, while passing one or 

so more of the desired signals, from mobile stations in the 
wireless communications system, to the receiver. For 
example, the output control signal 41 may be configured 
to scan the phase shift of the phase shifter 34 through- 
out a range of different phase states until the jamming 

55 signal is minimized in received amplitude at an antenna 
output port of the antenna system 20. In practice, the 
range of different phase states will depend upon the 
characteristics of the antenna system 20 and the per- 
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missible radio frequency coverage (e.g., a three-sector 
configuration or an omnidirectional configuration) asso- 
ciated with the antenna system 20. 
[0046] FIG. 7 illustrates an application of the inter- 
ference protection system of FIG. 1 to a space-diversity 
receiver configuration. Like reference numerals in FIG. 
7 and FIG. 1 indicate equivalent elements. The space- 
diversity receiver configuration includes a first interfer- 
ence protection system 10 and a second interference 
system 110, which is substantially identical to the first 
interference protection system 10. The first interference 
protection system 10 and the second interference pro- 
tection system 110 individually function in the manner 
previously described in conjunction with FIG. 1 through 
FIG. 3. 

[0047] The first interference protection system 10 
includes the first antenna element 30 and the second 
antenna element 32 which are typically spaced apart by 
one wavelength or less (e.g., one-half wavelength) at a 
frequency range of operation to attain an appropriate 
radiation pattern or null direction thereof. Similarly, the 
second interference protection system 110 includes a 
third antenna element 130 and a fourth antenna ele- 
ment 132, which are typically spaced apart by one 
wavelength or less at a frequency range of operation to 
attain an appropriate radiation pattern or null direction 
thereof. The first antenna element 30 and the third 
antenna 130 element have a spacing of multiple wave- 
lengths (e.g., eight wavelengths) at the frequency of 
operation (e.g., frequency of the desired signal) suffi- 
cient to realize diversity gain by synchronously combin- 
ing a first received signal and a second received signal, 
or derivatives of the foregoing signals. The first received 
signal is associated with the first antenna element 30 
and the second antenna element 32 after combining by 
the power combiner 36, whereas the second received 
signal is associated with the third antenna element 1 30 
and the fourth antenna element 1 32. 
[0048] The first interference protection system 10 
and the second interference protection system 110 are 
coupled to a base-band processing system 112. The 
first interference protection system 10 and the second 
interference protection system 110 provide desired sig- 
nals 114 to the base-band processing system 112 for 
synchronous combining of the desired signals 114 to 
realize spatial diversity gain in the reception. The first 
interference protection system 10 and the second inter- 
ference protection system 110 achieve spatial diversity 
gain, while providing interference protection as previ- 
ously described in conjunction with FIG. 1 through FIG. 
3. 

[0049] FIG. 8 illustrates another application of the 
interference protection system 10 of FIG. 1 to a space- 
diversity receiver configuration. The interference protec- 
tion system 10 is generally equivalent to that of FIG. 1. 
Space-diversity receivers are prevalent in many digital 
wireless communication system. Thus, FIG. 8 provides 
a pragmatic example of how the interference protection 



system 10 may be used. 

[0050] The space-diversity receiver configuration 
includes a space-diversity antenna system 200 for feed- 
ing a first receiver 208 and a second receiver 210, a 

5 base-band combiner 212 coupled to the first receiver 
208 and the second receiver 210, and an interference 
protection system 10 coupled to the space-diversity 
antenna system 200. The space-diversity antenna sys- 
tem 200 comprises a plurality of antenna elements 202 

10 separated by a distance suitable to provide diversity 
gain. The space-diversity antenna system 200 further 
includes a phase shifter 206 and a combiner 204 which 
are coupled to the antenna elements 202 in a suitable 
manner to produce a radiation pattern with a changea- 

15 ble null direction. The first receiver 208 and the second 
receiver 210 preferably operate within the same fre- 
quency range such that received signals from a com- 
mon source may be combined a the base-band 
combiner 212 to yield a gain in signal strength or a 

20 reduction in fading. However, during the reception of a 
jamming signal, the base-band combiner 212 does not 
yield diversity gain in the configuration of FIG. 8. The 
control signal 41 from the interference protection sys- 
tem 10 is used to the control phase shifter 34 within the 

25 interference protection system as well as a phase 
shifter 206 associated with the space-diversity antenna 
system 200. Further, the control signal 41 preferably 
provides a predecessor for the provision of the jamming 
detection signal by the control interface 214. 

30 [0051] The space-diversity antenna system 200 fur- 
ther includes a radio frequency switch 201. The radio 
frequency switch 201 is adapted to switch 201 reception 
between a space-diversity mode, in which space-diver- 
sity gain may be realized, and an interference reduction 

35 mode, in which a jamming signal is reduced in ampli- 
tude through spatial filtering of the space-diversity 
antenna system 200. The switch 201 includes a radio 
frequency input port 216, radio frequency output ports 
21 8, and a control terminal 220. Only one of the output 

40 ports 218 is hot (active) at a time. That is, the radio fre- 
quency input port 216 is either coupled to the phase 
shifter 206 during the filtering of the jamming signal or to 
the second receiver 210 when the jamming signal is 
absent. The radio frequency switch 201 is controlled by 

45 controller 28 via the control interface 214. 

[0052] The control interface 214 provides a jam- 
ming detection signal indicative of the presence or 
absence of the jamming signal to control the state of the 
switch 201 . The jamming detection signal is preferably a 

50 logic signal or another signal suitable for controlling the 
state of the switch 201. The interference protection sys- 
tem cooperates with the controUnterface 214 to com- 
mand the switch 201 to select the space diversity mode 
in the absence of a jamming signal and the interference 

55 reduction mode in the presence of a jamming signal. In 
an alternate embodiment, the control interface 214 may 
be integrated into the functionality of a controller, other- 
wise equivalent to controller. 
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[0053] In accordance with the Invention, the inter- 
ference protection system (e.g., 10) and method, 
detects the presence of a jamming signal and rejects 
the jamming signal at a radio frequency input of the 
receiver before disrupting normal receiver operation. 5 
The jamming signal is rejected, while maintaining linear 
operation of the base station receiver in which most of 
the users of mobile stations are able to communicate 
normally with the base station protected by the interfer- 
ence protection system. 10 
[0054] The interference protection system (e.g., 1 0) 
is well-suited for construction with components that can 
stand much higher power than the active receive circuits 
of many commercially available base stations. Further 
because base-band processing of the received signal is 15 
not necessary to attenuate the jamming signal, the 
interference protection method is well-suited for protec- 
tion against ultra strong jamming signals (e.g., jamming 
signals exceeding -20 dBm). The interference protec- 
tion system (e.g., 10) allows a wireless system to be 20 
protected against microwave hostile jamming signal that 
could paralyze the cellular operations. The protection 
against the jamming signal can be activated fast enough 
such that the whole operation is transparent to the users 
of the mobile stations. Therefore, the interference pro- 25 
tection system can provide reliable and effective jam- 
ming protection for the wireless receiver. 
[0055] Although the system and method of the 
invention has been described primarily as an adjunct to 
a base station or receiver system at a fixed end site, the 30 
system and method of the invention may also be applied 
to receivers or transceivers of mobile stations to reduce 
interference to downlink transmissions to the mobile 
stations from the base station. Mobile receivers are 
often designed with high linearity (e.g., high IP3 per- 35 
formance) to receive both desired signals and 
unwanted interference from other communication sys- 
tems. For instance, narrow band interference signals 
from Global System for Mobile Communications (GSM), 
time-division multiple access (TDMA) and Advanced 40 
Mobile Phone Service (AMPS) at a code-division multi- 
ple-access (CDMA) mobile receiver can be much 
stronger than the desired signal CDMA signal. In a con- 
ventional design, the receiver front-end ( e.g., low noise 
amplifier and mixer) is designed with a high enough lin- 45 
earity to adequately receive both the desired and 
unwanted signals. The unwanted signals are rejected at 
the intermediate frequency stage of the radio, as 
opposed to the front-end. For example, the intermediate 
frequency stage may have a filter tuned to notch out the so 
second and third order product frequencies, while pass- 
ing the frequency bandwidth of the desired signal. 
[0056] FIG. 9 illustrates the use of the receiver pro- 
tection system with receiver front-end 250 coupled to 
the antenna system 20 via a splitter 252. Like reference 55 
numerals in FIG. 1 and FIG. 9 indicate equivalent ele- 
ments of the receiver protection system 10. If the 
receiver front-end 250 merely requires sufficient linear- 



ity to receive the desired signal, as opposed to both the 
desired and unwanted signals, the receiver front-end 
250 is readily designed to consume less power corre- 
sponding to the lesser requirement for linearity of the 
receiver circuits. In accordance with the present inven- 
tion, the interference protection system attenuates or fil- 
ters the jamming signal to enable the receiver front-end 
250 to use circuitry having a linearity performance rating 
(e.g., IP3) merely sufficient to accommodate the desired 
signal. If the linearity requirement of an amplifier in the 
receiver front-end 250 is reduced, current consumption 
of the amplifier may be reduced. Each 3 dB decrease in 
the linearity requirement can potentially translate into a 
reduction from twenty to fifty percent in power consump- 
tion of an amplifier in the receiver front-end 250. 
Accordingly, incorporating the interference protection 
system into a mobile receiver would promote a receiver 
design with less power consumption and greater battery 
life, even including a discount in the saved power con- 
sumption for powering the interference protection sys- 
tem itself. While the angle of arrival of the jamming 
signal is different from than the angle of arrival of the 
desired signal, the power consumption of the mobile 
receiver may be reduced through the interference pro- 
tection system of the invention. In an alternate embodi- 
ment, the receiver is equipped with a dynamic linearity 
control which adjusts the maximum linearity perform- 
ance of the receiver or receiver front-end based upon 
whether or not the jamming signal is present or whether 
or not the interference protection system is sufficiently 
effective at reducing or eliminating interference from the 
jamming signal. 

[0057] In practice, the interference protection sys- 
tem may be integrated into a receiver of a wireless base 
station or a wireless mobile station and sold separately 
from an antenna system which the interference protec- 
tion system controls. Accordingly, the interference pro- 
tection system includes at least a detector for detecting 
a jamming signal and a controller for controlling an 
antenna system based on the jamming signal consist- 
ent with the control scheme of the antenna system. 
[0058] This specification describes various illustra- 
tive embodiments of the system and method of the 
present invention. The scope of the claims is intended 
to cover various modifications and equivalent arrange- 
ments of the illustrative embodiments disclosed in the 
specification. Therefore, the following claims should be 
accorded the reasonably broadest interpretation to 
cover the modifications, equivalent structures, and fea- 
tures which are consistent with the spirit and the scope 
of the invention disclosed herein. 

Claims 

1. An interference protection system for use with an 
antenna system, the interference protection system 
comprising: 
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a detector for producing a nonlinear signal 
indicative of a received magnitude of a jam- 
ming signal; and 

a controller using the nonlinear signal to spa- 
tially filter out the jamming signal by orienting a 5 
changeable null direction of the antenna sys- 
tem toward an angle of arrival of the jamming 
signal relative to the antenna system. 

The interference protection system according to 10 
claim 1 wherein the controller is adapted to vary the 
changeable null direction until the nonlinear signal 
is minimized. 

The interference protection system according to 15 
claim 1 wherein the controller is adapted to vary a 
direction of the changeable null until an amplitude 
of a jamming signal has an acceptable level with 
respect to a desired signal. 

20 

The interference protection system according to 
claim 1 wherein the detector is operable to detect 
the jamming signal and to distinguish the jamming 
signal from a desired signal. 

25 

The interference protection system according to 
claim 1 further comprising an antenna system for 
producing a radiation pattern having the changea- 
ble null direction while simultaneously receiving a 
desired signal. 30 

The interference protection system according to 
claim 1 further comprising: 

a receiver section for receiving the desired sig- 35 
nai from the antenna system; 
a coupler for unequally distributing the received 
signal between the receiver section and the 
detector such that the receiver section receives 
a stronger received signal than the detector 40 
and such that the detector predominately oper- 
ates in its linear region of amplification. 

The interference"protection system according to 
claim 1 wherein the controller comprises: 45 

an integrator for averaging a power of the non- 
linear signal to yield an avenged nonlinear sig- 
nal; and 

a comparator for generating an output control 50 
signal responsive to a comparison between the 
averaged nonlinear signal and a reference sig- 
nal, the output control signal adapted to control 
the radiation pattern of the array antenna sys- 
tem. 55 

The interference protection system according to 
claim 1 further comprising: 



a receiver front-end for receiving a desired sig- 
nal from the antenna system, the receiver front- 
end having a linearity performance rating suita- 
ble for a maximum signal amplitude of a 
desired signal at an output of the antenna sys- 
tem. 

9. The interference protection system according to 
claim 1 further comprising: 

a receiver front-end coupled to an output of the 
antenna system and having an amplifier with a 
third order intercept point suitable for a maxi- 
mum signal amplitude of a desired signal from 
the antenna system to minimize power con- 
sumption of a mobile communications device 
incorporating the receiver front-end, the detec- 
tor, and the controller. 

10. An interference protection system for a receiver, the 
system comprising: 

an antenna system for producing a radiation 
pattern having a changeable null and for 
receiving a desired signal; 
a detector for detecting a jamming signal 
received by the antenna system and for distin- 
guishing the jamming signal from the desired 
signal, the detector adapted to provide a non- 
linear signal indicative of a received magnitude 
of the jamming signal; and 
a controller for controlling the antenna system 
based upon the provided nonlinear signal to 
spatially filter out the jamming signal from the 
desired signal by orienting the changeable null 
toward an angle of arrival of the jamming signal 
relative to the antenna system. 

11. The interference protection system according to 
claim 10 wherein the controller is adapted to vary a 
direction of the changeable null until the nonlinear 
signal is minimized. 

"12; The" interference protection system according to 
claim 10 wherein the detector comprises: 

a first amplifier for amplifying a received signal 
from the antenna system, the received signal 
including at least one of the desired signal and 
the jamming signal; 

a mixer for mixing the received signal with 
another signal to yield an intermediate fre- 
quency signal; 

a phase adjuster for adjusting phase of the 
intermediate frequency signal; 
a second amplifier for adjusting an amplitude of 
the intermediate frequency signal; and 
a combiner for combining the intermediate fre- 
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quency signal with another intermediate fre- 
quency signal from a receiver section to yield 
the nonlinear signal. 

13. The interference protection system according to 5 
claim 12 further comprising: 

a coupler for unequally distributing the received 
signal between the receiver section and the 
first amplifier such that the receiver section 
receives a relatively stronger received signal 
than the first amplifier and such that the first 
amplifier predominately operates in its linear 
region of amplification. 

15 

14. The interference protection system according to 
claim 10 wherein the controller comprises: 

an integrator for averaging a power of the non- 
linear signal to yield an averaged nonlinear sig- 
nal; and 

a comparator for generating an output control 
signal responsive to a comparison between the 
avenged nonlinear signal and a reference sig- 
nal, the output control signal adapted to control 25 
the radiation pattern of the antenna system. 

15. The interference protection system according to 
claim 10 further comprising a receiving system 
including the detector and a receiver section, the 
receiver section including an amplifier and a mixer 
for accepting the received signal and producing an 
intermediate frequency signal containing the 
desired signal. 
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. 16. The interference protection system according to 
claim 10 further comprising a receiving system 
including the detector and a receiver section, the 
receiver section coupled to the detector via a cou- 
pler for distributing the received signal from the 
antenna system, the receiver section providing a 
second intermediate frequency signal to the detec- 
tor for comparison to a first intermediate frequency 
signal produced by the detector to detect a nonlin- 
ear component of the second intermediate fre- 
quency signal. 

17. An interference protection system for a receiver, the 
system comprising: 

an array antenna system for producing a radia- 
tion pattern having a changeable null and for 
receiving a desired signal, the antenna system 
including a first antenna element coupled to an 
antenna combiner and a second element cou- 
pled to the antenna combiner via an antenna 
phase shifter; 

a receiving system including a detector for 
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detecting a jamming signal received from the 
antenna system and for distinguishing the jam- 
ming signal from the desired signal, the detec- 
tor adapted to provide a nonlinear signal 
indicative of a received magnitude of the jam- 
ming signal; and 

a controller for controlling the array ant nna 
system based upon the nonlinear signal to spa- 
tially filter out the jamming signal from the 
desired signal by orienting the changeable null 
toward an angle of arrival of the jamming signal 
relative to the array antenna system. 

18. The interference protection system according to 
claim 17 wherein the receiving system includes a 
receiver section for receiving the desired signal and 
a coupler for unequally distributing the received sig- 
nal between the receiver section and the first ampli- 
fier such that the receiver section receives a 
stronger received signal than the first amplifier and 
such that the first amplifier predominately operates 
in its linear region of amplification. 

19. The interference protection system according to 
claim 17 wherein the receiving system includes a 
receiver section having a receiving amplifier and a 
receiving mixer for accepting the received signal 
and producing an intermediate frequency signal 
containing the desired signal. 

20. The interference protection system according to 
claim 17 wherein the receiving system further 
includes a receiver section coupled to the detector 
via a coupler for distributing the received signal 
from the antenna system, the receiver section pro- 
viding a second intermediate frequency signal to 
the detector for comparison to a first intermediate 
frequency signal produced by the detector to detect 
a nonlinear component ol the second intermediate 
frequency signal. 



21. The interference protection system according to 
claim 20 wherein the detector adjusts a phase of 

-the first intermediate frequency signal-to be approx- 

45 imately 180 degrees out of phase with respect to 
the second intermediate frequency and wherein the 
detector adjusts an amplitude of the first intermedi- 
ate frequency signal to be approximately equal to 
an amplitude of the second intermediate frequency 
so signal. 

22. A method for reducing interference presented to a 
receiver, the method comprising: 

ss producing a signal indicative of a magnitude of 

a received jamming signal; and 
adjusting a null direction of an antenna system 
using the produced signal. 
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23. The method of claim 22 wherein the adjusting step 
is iteratively performed until the magnitude of the 
jamming signal is at an acceptable level for the 
receiver to operate generally linearly. 

24. The method of claim 22 wherein the adjusting step 
comprises orienting the null direction toward an 
angle of arrival of the jamming signal relative to the 
antenna system. 

25. A method of protecting a receiver from interference 
comprising the steps of: 

receiving a desired signal by an antenna sys- 
tem; 

detecting a jamming signal received by the 
antenna system to provide a nonlinear signal 
indicative of a received magnitude of the jam- 
ming signal; and 

controlling the antenna system based upon the 
nonlinear signal to spatially filter out the jam- 
ming signal from the desired signal by orienting 
a changeable null direction of the antenna sys- 
tem toward an angle of arrival of the jamming 
signal relative to the antenna system. 

26. The method according to claim 25 wherein the con- 
trolling step includes varying the changeable null 
direction until the nonlinear signal is minimized. 

27. The method according to claim 25 wherein the 
detecting step further comprises: 

amplifying a received signal from the antenna 
system at an amplifier, the received signal 
including at least one of the desired signal and 
the jamming signal; 

mixing the received signal with a local oscillator 
signal to yield a first intermediate frequency 
signal, 

adjusting an instantaneous phase of the first 
intermediate frequency signal to be out of 
phase with respect to an instantaneous phase 
of a second intermediate frequency signal; 
adjusting an amplitude of the first intermediate 
frequency signal to be approximately equiva- 
lent to an amplitude of the second intermediate 
frequency signal; and 

combining the first intermediate frequency sig- 
nal with the second intermediate frequency sig- 
nal from a receiver section to yield the 
nonlinear signal. 

28. The method according to claim 27 further compris- 
ing the step of: 

unequally distributing the received signal 
between the receiver section and the amplifier 



such that the receiver section receives a 
stronger received signal than the amplifier and 
such that the amplifier predominately operates 
in its linear region of amplification. 

5 

29. The method according to claim 25 wherein the con- 
trolling step comprises: 

averaging a power of the nonlinear signal to 
10 yield an averaged nonlinear signal; and 

generating an output control signal responsive 
to a comparison between the averaged nonlin- 
ear signal and a reference signal, the output 
control signal adapted to control the radiation 
y5 pattern of the antenna system. 

30. The method according to claim 25 further compris- 
ing: 

20 accepting the received signal and producing an 

intermediate frequency signal containing the 
desired signal. 

31. The method according to claim 25 wherein the 
25 detecting step f urthe r co mprises : 

distributing the received signal from the 
antenna system; and 

providing a second intermediate frequency sig- 
nal for comparison to a first intermediate fre- 
quency signal to detect a nonlinear component 
of the second intermediate frequency signal. 

32. The method according to claim 25 further compris- 
ing: 

arranging a second antenna system spaced 
apart from the antenna system an amount suf- 
ficient to provide diversity gain between the 
second antenna system and the antenna sys- 
tem. 

33. The method according to claim 25 further compris- 

providing a signal reception path having space- 
diversity gain in the absence of any detected 
jamming signal. 

so 34. The method according to claim 25 further compris- 
ing: 

providing a signal reception path with attenua- 
tion of the jamming signal and without space- 
55 diversity gain in the presence of the detected 

jamming signal. 
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FIG. 4 



SIGNAL-TO-NOISE 
(INCLUDING THERMAL NOISE) 
AT THE ANTENNA RF OUTPUT 
PORT (IN db) 
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ANGLE OF ARRIVAL OF INTERFERING OR 
JAMMING SIGNAL WITH RESPECT TO THE 
ANTENNA SYSTEM (IN DEGREES) 



FIG. 5 
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FIG. 6 



RECEIVING A DESIRED SIGNAL BY AN ANTENNA SYSTEM; 



PRODUCING A RADIATION PATTERN OF THE 
ANTENNA SYSTEM HAVING A CHANGEABLE NULL; 



DETECTING A JAMMING SIGNAL RECEIVED BY 

THE ANTENNA SYSTEM TO PROVIDE A 
NONLINEAR SIGNAL INDICATIVE OF A RECEIVED 
MAGNITUDE OF THE JAMMING SIGNAL; AND 



CONTROLLING THE ANTENNA SYSTEM BASED UPON THE 
NONLINEAR SIGNAL TO SPATIALLY FILTER OUT THE 
JAMMING SIGNAL FROM THE DESIRED SIGNAL BY 

ORIENTING THE CHANGEABLE NULL DIRECTION TOWARD 
AN ANGLE Of ARRIVAL OF THE JAMMING SIGNAL 
RELATIVE TO THE ANTENNA SYSTEM. 
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